
Subliminal Channel - Steganography

2.Private Keys Prk and public Public Keys PuK generation.

PrK = x =  randi(p-1)
a = gx mod p
PuK = a = mod_exp(g,x,p)

PrK = x 

PuK = a 

Asymmetric Signing - Verification
S=Sig(PrKA, m)

V=Ver(PuKA, S, m), V{True, False}{1, 0}

1.Public Parameters generation
Gennerate strong prime number p.
Find a generator g in Zp*= {1, 2, 3, …, p-1} using condition. 
Strong prime p=2q+1, where q is prime, then g is a generator of ZP* iff 
gq ≠ 1 mod p and g2≠ 1 mod p.

Declare Public Parameters to the network   PP = (p, g);    p  =   268435019; g=2;
                                                                                                      2^28=268435456    

ElGamal Cryptosystem

p = 264043379;  g=2;

Simmons G. J., 1985, 1994
https://scholar.google.com/scholar?start=0&q=Simmons+G.+J.&hl=en&as_sdt=0,5

Asymmetric Encryption - Decryption
c=Enc(PuKA, m)
m=Dec(PrKA, c)

https://www.atlanticcouncil.org/blogs/econographics/the-rise-of-central-bank-digital-currencies/

From Tomas Rekašius to Everyone:  07:11 PM
Atlantic Council CBDC Tracker
The Bahamas

Overview
In December 2019, the Central Bank of the Bahamas launched the Sand Dollar project on the island of Exuma. After the successf ul pilot in Exuma, the digital currency fully launched across the country in 
October 2020. The sand dollar is the first ever nationwide Central Bank Digital Currency in the world. Now, the Central Bank is now working on achieving full interoperability between its various wallet 
providers

Key Developments
In October 2020, the Sand Dollar became the first CBDC in the world to go beyond the pilot stage and achieve an official laun ch. The centrally issued digital currency became available for use by all Bahamian 
citizens upon release, while integration with the commercial banking system has been subject to a gradual rollout. The comple tion of that integration is now imminent, according to the bank.The motivations 
for the CBDC pilot include improving financial inclusion and strengthening security against money laundering or illicit econo mi
From Tomas Rekašius to Everyone:  07:19 PM
https://www.lb.lt/lt/skaitmenine-kolekcine-moneta-lbcoin
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https://scholar.google.com/scholar?start=0&q=Simmons+G.+J.&hl=en&as_sdt=0,5
https://www.atlanticcouncil.org/blogs/econographics/the-rise-of-central-bank-digital-currencies/
https://www.lb.lt/lt/skaitmenine-kolekcine-moneta-lbcoin


3.Signature creation
To sign any finite message M the signer performs the following steps using public parametres PP.

Compute h=H(M).•

Choose a random k such that 1 < k < p− 1 and gcd(k, p − 1) = 1.•
k-1 mod (p-1) computation. k-1 mod (p-1) exists if gcd(k, p − 1) = 1, i.e. k and p-1 are relatively prime.•
k-1 can be found using either Extended Euclidean algorithmt or Euler theorem  or …..

>> k_m1=mulinv(k,p-1)     % k-1mod (p-1) computation.

Compute r=gk mod p•

Compute s=(h-xr)k-1 mod (p-1) --> h=xr+sk mod (p-1),•

Signature S=(r,s)

4.Signature Verification

Bob computes h=H(M).1.

A signature (r,s) on message M is verified using Public Parameters PP=(p, g) and PuKA=a.

2. Bob verifies if 1<r<p-1 and 1<s<p-1.
3. Bob verifies if V1=arrs mod p,   V2=gh mod p  and   V1=V2.
The verifier Bob accepts a signature if all conditions are satisfied and rejects it otherwise.

5.Correctness
The algorithm is correct in the sense that a signature generated with the signing algorithm will always 
be accepted by the verifier.
The signature generation implies

h=xr+ks mod (p-1)
Hence Fermat's little theorem implies that all operations in the exponent are computed mod (p-1)

gh=g(xr+ks) mod (p-1)mod p = gxrgks  = (gx)r(gk)s = arrs mod p
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https://en.wikipedia.org/wiki/Greatest_common_divisor
https://en.wikipedia.org/wiki/Greatest_common_divisor
https://en.wikipedia.org/wiki/Fermat%27s_little_theorem
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Bit Commitment Massey-Omura 3-pass Protocol 
https://en.wikipedia.org/wiki/Three-pass_protocol

>> s_m1=mulinv(s,p-1)
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https://en.wikipedia.org/wiki/Three-pass_protocol
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